DEPARTMENT OF VETERANS AFFAIRS          MEDICAL CENTER MEMORANDUM

VA Southern Nevada Healthcare System                 QM-10-03
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Medical Center Memorandum QM-10-03

Confidentiality of Quality Management Documents
1.
PURPOSE:    The purpose of this memorandum is to provide guidance regarding the confidentiality of specified documents resulting from quality management (QM) activities carried out by or for the VA Southern Nevada Healthcare System (VASNHS).

2.  
POLICY:   
It is the policy of the VASNHS to maintain the confidentiality of QM documents and provide the protection necessary to ensure that access to and disclosure of these documents occur only as authorized by Title 38, United States Code, Section 5705 and its implementing regulations.

3.  
ACTION:  

      
a.
This policy uses the term quality management throughout.  Other terms may be substituted, such as quality assurance, quality assessment, quality improvement, total quality improvement, continuous quality improvement, monitoring and evaluation, peer review performance assessment, performance improvement, etc.

      
b.  
Any individual who willfully discloses a record protected by Section 5705 of Title 38 U.S.C., knowing that the record is protected, commits a criminal offense.  The statute provides for fines up to $20,000 for unauthorized disclosures

      
c.  
Protected Activities/Documents:


(1)  
Documents from the QM activities listed in Item 3.c.(2)(a) below are, in general, confidential only if all of the following criteria are met:




(a) 
The activity is performed for the purpose of improving the quality of health care or improving the utilization of healthcare resources and is either a form of monitoring and evaluation or a root cause analysis.




(b) 
The document identifies either implicitly or explicitly individual practitioners, patients or reviewers; contains discussion relating to the quality of VA medical care or utilization of VA resources which occurred during the course of a review of quality management information or data; or was produced in deliberating on healthcare review findings or prepared for use in such deliberations.




(c) 
The activity was performed at this VASNHS by staff of this VASNHS, or there was prior written designation of the role of individuals who are not staff of this facility in performing the review.




(d) 
The documents that do not fall under Title 38 U.S.C. Section 5705 are listed in Attachment A.


(2)  
The following QM activities generate confidential documents at all VA Medical Centers if criteria in Item 3.c. (1) are met:



(a) 
Monitoring and Evaluation Reviews:




1)
Peer Reviews for Tort Claims and local Quality Assessment Reviews (QAR). 





2)  
Mortality and Morbidity Reviews (including Psychological Autopsies).





3)  
Occurrence Screening:  Readmission Within 10 days and Death. 





4)  
Drug Usage Evaluation (including Adverse Drug Event Reports, and drug 

accountability records).





5)  
Utilization Review (including Admission and Continued Stay Reviews, rejected applications and diagnostic studies).





6)  
Surgical and Other Procedure Usage Evaluation (including Pre and Post-op Diagnosis Reviews).





7)  
Medical Records Review (including clinical pertinence, resident supervision, qualitative and quantitative reviews).


8)  
Blood Usage Review (including Transfusion Errors and Reactions).


9)  
Adverse Event and Close Call Reporting ‑ the reporting, review, or analysis of unusual or unexpected incidents involving patients which cause harm or have the potential for causing harm (Reports of Special Incident and follow-up documents unless developed during or as a result of a Board of Investigation).


10)  Infection Control and Surveillance.





11)  Service and Program Monitoring, including Healthcare Group-specific and multi-disciplinary and inter-disciplinary activities.





12)  Autopsy Review (the review of pre and post mortem diagnoses to assess diagnostic accuracy).


13)  Process Action Teams (PAT) or Performance Improvement Teams (PIT).




(b)  Focused Reviews, including but nor limited to, Peer Review for Quality Management, National Surgical Quality Improvement Program (NSQIP) and Root Cause Analysis (RCA) which address specific issues in detail and are designated by the facility Director or designee, at the outset as protected by 38 U.S.C. Section 5705 and its implementing regulations.  The Director will terminate an RCA if it appears that disciplinary action may be indicated.  A board of investigation will be initiated so that evidence independent of the RCA may be developed, and this evidence and the findings can be the basis of such disciplinary actions.




(c)  
Contracted External Reviews of Care, specifically designated in the contract/agreement as protected by 38 U.S.C. Section 5705 and its implementing regulations.


(d)
General Oversight Reviews.  VHA Central Office or VISN general oversight 

reviews to assess facility compliance with VA clinical program requirements, if the reviews are designated  by the reviewing office at the outset of the review as protected by 38 U.S. C. 5705 and its implementing regulations.



(3)  The following statement will be used on documents considered confidential (either typed or stamped): "Confidential 38 U.S.C. Section 5705."  This statement will be interpreted to mean the following:  "These records or documents and their attachments, or information contained herein, which results from the QM program or activity listed in Item 3.c. (2)(a) above, are confidential and privileged under the provisions of 38 U.S.C. Section 5705 and its implementing regulations.  This material shall not be disclosed to anyone without authorization as provided for by that law or its regulations.  The statute provides for fines up to $20,000 for unauthorized disclosures."



(4)  Application of this statement, by itself, does not assure confidentiality of a document.  Documents are confidential if they meet the requirements of 38 U.S.C. Section 5705 and its implementing regulations [as summarized in Item 3.a. (2) above] even if no such statement is present.  Similarly, the use of this statement does not protect documents which do not qualify as being confidential.



(5)  In order to ensure that access to and disclosure of all confidential information will occur only as authorized, the filing and maintenance of confidential QM records will be accomplished by placement in locked files.  During off tours, offices containing the documents will be locked.



(6)  Those documents which contain confidential material in one part, but not in others, will be filed and maintained as if the entire document is protected.



(7)  Access to confidential QM records and documents within the VASNHS is restricted to VA employees (including consultants and contractors of the VA) who have a need for such information to perform their government duties or contractual responsibilities.  
All individuals granted such access have been informed of the contents of this policy statement including the penalties for unauthorized disclosure during new employee orientation and annual mandatory training.  A confidentiality statement will be signed during new employee orientation and maintained in each employee's privileging file for credentialed providers or competency files for non-credentialed staff.  (Attachment B).



(8)  Confidential QM documents can be shown to the practitioner for educational or quality improvement purposes.  To protect the integrity of the peer review process, identities of the peer reviewers will not be disclosed to the provider, to the extent practicable.



(9)  Other VA employees (and consultants and contractors) may have access to confidential QM documents if they need the information to perform their government duties or contractual responsibilities.  This includes staff of the Inspector General, Medical Inspector, General Counsel, and Regional Counsel.


d.  
Disclosure:



(1)  Disclosure of confidential QM documents is authorized to the following non-VA requesters (see §17.509 of the revised confidentiality regulations for details):




(a)  Department of Justice attorneys who are investigating a claim or potential claim against the VA or who are preparing for litigation involving the VA.




(b)  A committee or subcommittee of either House of Congress, if the document pertains to any matter within the assigned jurisdiction of the committee (e.g., House/Senate Veterans Affairs Committee, etc.).




(c)  The General Accounting Office, if the document pertains to any matter within its jurisdiction.




(d) 
Federal agencies charged with protecting the public health and welfare, Federal and private agencies which engage in various monitoring and quality control activities, agencies responsible for licensure of individual health care facilities or programs, and similar organizations [see (3) below].




(e) 
A Federal agency or provider of health care participating with VA in a healthcare program, if disclosure of the document is necessary for VA to participate in the program [see (3) below].




(f)  A criminal or civil law enforcement governmental agency charged under applicable law with protecting public health or safety, if a qualified representative makes a qualifying written request for the record [see (3) below].




(g)  Qualified persons or organizations which are participating with VA in a healthcare program, if disclosure of the document is necessary for VA to participate in the program.




(h) 
Healthcare personnel, to the extent necessary, to meet a medical emergency affecting the health or safety of any individual.



(2) 
QM documents, whether confidential or not, will not be disclosed to a requester outside VA until determining the applicability of other confidentiality statutes, i.e., the Freedom of Information Act, Privacy Act, U.S.C. 7332 "Drug and Alcohol Abuse, Sickle Cell Anemia, HIV Infection," and U.S.C. 5701 "Veterans Names and Addresses." This will require a collaborative review with the facility Release of Information Officer.



(3)  A request for confidential QM documents listed under Item 3.d. (1)(d) through (g) above must:

      


(a)  be made in writing on agency letterhead and signed by the requester; 




(b)  specify the nature and content of the information requested; 




(c)  specify to whom the information should be transmitted or disclosed; 




(d)  specify the purpose for which the information requested will be used; and




(e)  specify, to the extent possible, the beginning and final dates of the period for which disclosure or access is requested.



(4)  The disclosure of confidential and privileged records and documents will always be by copies, abstracts, summaries, or similar records or documents. The original records and documents will not be removed from the VASNHS unless otherwise legally required. The only exception is that documents may be removed to the site where General Counsel (or any attorney within the Office of General Counsel) or the Department of Justice attorney is conducting an investigation or preparing for litigation.



(5) 
Section 5705 -protected documents, which are disclosed to authorized individuals, will bear the following statement: "This documents and/or information contained herein is deemed confidential and privileged under provisions of 38 U.S.C. Section 5705 and 17.500-17.540, which provides for fines up to $20,000 for violations. This material shall not be transmitted to anyone."



(6)  The name of, and other identifying information regarding, any individual VA patient, employee or other individual associated with VA will be redacted before any disclosure if disclosure would constitute a clearly unwarranted invasion of personal privacy.



(7)  When a request for QM documents is denied in whole or in part by the VASNHS Chief Executive Officer, the requester will be notified in writing of the right to appeal this decision to the General Counsel of the Department of Veterans Affairs within 60 days of the date of the denial letter.

4.   
RESPONSIBILITIES:


a.
The facility Director has the ultimate responsibility for applying the elements of Title 38, U.S.C. Section 5705 and its implementing regulations.


b.  
The Chief of Staff and Associate Director have the responsibility for implementing procedures that ensure compliance with Section 5705 in the Services under their span of control.


c.  
The Chief of Quality Management Service serves as QM Confidentiality Officer for the VASNHS and is responsible for the daily activities as they pertain to Section 5705. 

All requests for the release of QM documents will be coordinated by the Chief of Quality Management Service, working with the Release of Information Officer, as appropriate. The expert advice of legal counsel will be sought as necessary.

      d.  
Care Line/Service Chiefs are responsible for implementing the requirements of Section 5705.  This includes appropriate identification and labeling of confidential documents, secure filing and maintenance of confidential QM records, and education and training of staff concerning the confidentiality law as applicable to each Care Line/Service Chief.
      e.  
Employees who have access to confidential QM documents will not disclose these documents, or the information therein, to any person or organization, except as authorized by Section 5705, either while employed by the VA or after voluntary or involuntary termination of their relationship with the VA.

5.   
REFERENCES:    


Title 38 U.S.C. Section 5705, dated October 24, 1994


38 CFR Part 17, Confidentiality of Healthcare Quality Assurance Reviews, Final Rule. Federal Register Vol. 59, No. 204, Monday, October 24, 1994, pages 53354 - 53359


38 CFR Part 17, Health Services Review Organization (HSRO), Final rule. Federal Register, July 1, 1991, pages 766 - 783

       
VHA Directive 2008-007 Quality Management (QM) And Patient Safety Activities  

That Can Generate Confidential Documents, November 7, 2008

VHA Handbook 1050.1, National Patient Safety Improvement Handbook 

Joint Commission Comprehensive Accreditation Manual for Ambulatory Care (CAMAC), current edition

6.   RESCISSION:    MCM 00-08-32, "Confidentiality of Quality Management Documents", dated September 2008.
7.   RECERTIFICATION:    March 2013
Concur / Do not Concur                                                 Concur / Do not Concur

Ramu Komanduri, MD                                                 Shirley L. Caldwell-Butts, MSN, RN

Chief of Staff                                                                AD Patient Care/Nurse Executive

Concur / Do not Concur                                               Approved / Disapproved

Susan Kane, FACHE                                    


 John B. Bright

Acting Associate Director                                            
 Director
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Non-Confidentiality Quality Assurance Documents

The following documents and parts of documents are not confidential under Section 5705:

1.  Statistical information regarding VA healthcare programs or activities that does not implicitly or explicitly identify individual VA patients, employees or individuals involved in the QM process;

2.  Summary documents or records which only identify study topics, the period of time covered by the study, criteria, norms, and/or major overall findings, but which do not identify individual healthcare practitioners, even by implication;

3.  The contents of Credentialing and Privileging folders;

4.  Those developed during or as a result of Boards of Investigations. (NOTE:  Confidential documents protected by Section 5705, such as Reports of Special Incidents, which lead to an investigation retain their confidential status even though documents resulting from the investigations are not confidential);

5.  Completed patient satisfaction survey questionnaires and findings;

6.  Information concerning the number of cases treated and procedures performed by individual providers used during the reprivileging;

7.  Those developed during or as a result of reviews performed to satisfy the requirements of a governmental body or a professional healthcare organization which is licensing practitioners or monitoring their professional performance (e.g., National Practitioner Data Bank [NPDB], Federation of State Medical Boards [FSMB], and National Council of State Boards of Nursing, etc.);

8.  Office of the Medical Inspector site visit reports and documents except to the extent that the documents and reports contain information that results from activities described as confidential under Section 5705;

9.  External reviews conducted by VA Central Office or the Regional Director other than those designated as being confidential under Section 5705;

10. Documents and reports of Professional Standards Boards, Medical Executive Committee, and similar bodies, insofar as the documents relate to the credentialing and privileging of practitioners;

11.  Those developed during data validation activities;
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12.  Those developed during occupational health monitoring;

13.  Those developed during safety monitoring not directly related to the care of specified individual patients;

14.  Those developed during or as a result of resource management activities not directly related to the care of specified individual patients; 

15. Reviews conducted at the request of a third-party payor; and

         16.   Patient Complaints.  If a study or review following up a patient complaint needs to be confidential, it needs to be designated as a focused review.



ATTACHMENT B

CONFIDENTIALITY STATEMENT

"I certify that on this date I have been provided a copy of Medical Center Memorandum (MCM) QM-10-03, "Confidentiality of Quality Management Documents", dated March 2010.  I am aware of the requirements for confidentiality, the penalties for disclosing Quality Improvement information, and I will not divulge any confidential information in any way to any source or person even after voluntary or involuntary termination of my employment with the VA except in accordance with this memorandum."

Date:____________________

Name of VA Employee:__________________________________

Signature of VA Employee:_______________________________

Service:_______________________________________________

Date:___________________

Name of Witness:_______________________________________

Signature of Witness:____________________________________
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